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“The future for telcos is in offering differentiated ICT 
products and services which are a far cry from purely 

offering connectivity solutions of the past. The 

cloudification of our network with the support of our 
partners such as Nokia offers the promise of an agile, 

optimised and future-ready network that will open new ICT 
and use cases based on IoT and 5G business streams that 

are more in tune with meeting customer demands in the 

future.”     
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“We are excited to partner with du in its network 
cloudification journey by building Telco cloud 

infrastructure (NFVI) to host IMS VNFs. Evolutionary 

nature of the cloudification requires good & early 
understanding of strategic objectives e.g. agility and 

flexibility in the network, and operational aspects of Telco 

cloud, where we look forward to support du. 

Connectivity, coupled with reliability and security, is key to 

building new successful digital business models. Meeting 
the demands for reduced time-to-market and agility in 

operations needs a future-proof network technology and 

architecture. Telco cloud, based on NFV and SDN 
technology, provides such foundational capability in which 

telcos will be able to build and offer personalized and 

contextualized services.”  
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EXECUTIVE SUMMARY 

Today’s telecommunication market presents 

several opportunities for communication 

service providers to bolster current revenue 

sources or to create entirely new revenue 

streams. Many of those opportunities will 

arise from changing market conditions, 

consumer preferences and from the rollouts 

of 5G, IOT and ICT technologies, which are 

expected to create significant business 

opportunities. At the same time, industry is 

witnessing tremendous efforts in various 

enterprise and industry verticals to re-build 

their business models. Connectivity, coupled 

with reliability and security, is key to 

building successful digital business models. 

Since different industry verticals and 

enterprises have different needs and use 

cases, connectivity needs to move from a 

“one size fits all” to a “network that is able 

to meet the often specialized and stringent 

requirements”. Cloud-based 5G networks 

will offer capabilities to meet such widely 

varied requirements. 

This white paper highlights the need for 

Cloud-based future network architecture, 

new 5G and IOT technology trends, changes 

EITC has to consider to adopt the new 

architecture and ways to address new 

Security threats through holistic Security 

management. This white paper does not 

outline the detailed practical implementation 

aspects of the future network architecture or 

the transformation journey. 

5G is being designed to enhance existing 
mobile broadband services, but more 

importantly, it will open new capabilities and 

network efficiencies not possible with 

today’s networks. There are endless 

possibilities with 5G, but to turn them into 

real business cases there is a need for a 

future-proofed network architecture. Telco 

Cloud based on Network Function 

Virtualization (NFV) and Software Defined 

Networking (SDN) is the key enabling 

technology for future network architecture. 

We need to build a cloud-native environment 

designed to optimize capacity, coverage, 

energy consumption and overall operational 

costs. Adoption of NFV and SDN 

technology helps to automatically adapt to 

changing requirements, efficiently scale, 

constantly self-optimize, and make use of 

innovation from the wider ecosystem. 

Currently EITC is in the midst of such 

technology and architecture transition.  

EITC acknowledges the need for re-

organization and re-orientation of existing 

operational processes, people competence 

and services capabilities, all required to 

maximize benefits promised by new 

technology. It is also critical to realize that 

Cloud brings new challenges to Security 

management of the network. Hence, there is 

a need for careful analysis of new boundaries 

introduced by NFV and SDN architecture, 

and of potential threats that could arise. 

The following sections briefly describe the 

NFV and SDN architecture, required re-

orientation for Future Mode of Operations 

and holistic Security framework aspects.
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EITC’S FUTURE TECHNOLOGY 

ARCHITECTURE: NFV AND SDN 

5G OPENS NEW POSSIBILITIES 

As Communication Service Providers 

(CSPs) move towards a global, mobile 

digital economy, all verticals are seeing the 

emergence of new business and delivery 

models and consumption patterns that 

disrupt the status quo. For instance, while 

people are taking more photos than ever 

before and posting them on social network 

sites, traditional photography pioneers have 

floundered. Internet content provider 

companies dominated content distribution 

market and evolved their business models 

from simply a distribution company to a 

content producer and over-the-top player. As 

the demand for new innovative solutions and 

services are on rise from our customers, 

EITC is embarking on a journey to bring the 

future technologies like 5G, Internet of 

Things (IoT), Artificial Intelligence and 

Machine Learning (AI/ML) to the market. 

5G is being designed to simultaneously 

deliver multiple use cases to individual 

consumers, enterprises and has the potential 

to support a completely connected world 

across different industry verticals. 5G will 

enable the delivery and management of 

interactive, intelligent, energy efficient, and 

smart applications to any connected device 

in any industry sector, in near-real time. The 

capacity, latency, agility, reliability and 

speeds offered by 5G technology make it 

Figure 1. Seven different streams towards 5G network 
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relevant for not only consumers but also for 

enterprises and industry verticals.  

Early 5G use cases are seen located in 

Enhanced Mobile Broadband, have a local 

character, serve a clearly defined need, and 

reach the break-even point relatively 

quickly. The first applications need to be 

able to work in ‘islands’ e.g.: 

- Home experience using 5G as fixed 

wireless technology 

- Event experience with the help of 

advanced Augmented Reality and High 

Definition (HD) video services 

- Industry Experience with a clear added 

value as the first-time wireless 

technology providing the most extreme 

reliability requirements in the factory of 

the future 

- Islands of coverage within public 

transport, e.g. within a ship or a train for 

in-vehicle infotainment. 

Preparation for 5G begins with the setting of 

business goals and even new business 

models, not only technology considerations. 

5G is a new architecture which includes 

Edge Cloud, Cloud Radio Access Network 

(RAN), Core having cloud-native 

capabilities to efficiently scale according to 

the demand, transport having the ability to 

deliver high speeds at ultra-low latency, and 

network slicing capabilities supported by all 

elements. Previously unviable activities are 

made possible with 5G architecture e.g. 

EITC will be able to offer significant 

improvements to the reliability, Quality of 

Service (QoS) and Quality of Experience 

(QoE) for new and existing customers on a 

per service basis. 

IOT ENABLES NEW 

CONNECTIVITY FOR 

INDUSTRY VERTICALS   

IoT and digital connectivity services are still 

nascent. 5G technology is expected to help, 

develop and monetize IoT propositions. 

While it may seem that everything is 

connected today, this is just the tip of the 

iceberg. Today’s connected devices are 

Figure 2. Early market use cases for 5G 
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predominantly smartphones, tablets, PCs and 

TV. In the future, internet connectivity will 

be more pervasive than power connectivity 

in some regions of the globe (i.e. 

smartphones and tablets could be charged 

using solar power) and there will be billions 

of sensors globally. Practically anything that 

contains a microchip, or a sensor could be 

connected to a communications network to 

provide information on its usage and its 

surroundings. By using big, fast data and 

analytics tools, the sensors can relay 

information to other parts of the network, 

decision supporting tools or partners in the 

ecosystem to propose options and actions to 

improve Quality of Experience (QoE) and/or 

monetize data. In the future world, 

technology will play a critical role in all 

industries. IoT services in particular, are seen 

as a way of efficiently connecting and 

monitoring the supply chain and creating 

new value chains. Many IoT services are 

already possible today within verticals, for 

example in logistics, but are yet to realize 

their full potential. There is an opportunity 

for EITC to play a role in expanding the 

levels of connectivity and interdependencies 

between industry verticals, and to monetize 

these relationships. EITC can offer fast, 

reliable, high capacity, agile network 

connectivity and analytics to help different 

consumers and industry verticals with 

bringing their concepts and use cases to 

market. The introduction of 5G standards can 

make this a reality.  

Initially, it is IoT signalling rather than IoT 

applications that will increase pressure on 

cellular networks’ capacity. As we approach 

the 2020 timeframe, there will be significant 

growth in upstream IoT video streaming for 

Security applications transferring content to 

Cloud-based video analytics platforms and 

the number of cellular IoT connection, 

especially from wearables, will continue to 

push up daily traffic.   

On top of connectivity, short and medium 

term IoT opportunities are seen in 

surveillance/ Security monitoring (factories, 

ports) and smart building/facility 

management. 

 

Figure 3. 4th Industrial Revolution powered by 5G and AI 



Defining Telco Cloud @ EITC 

www.du.ae  10 

MULTI-ACCESS EDGE 

COMPUTING AS CATALYST 

FOR NEW REAL-TIME USE 

CASES 

Multi-access Edge Computing (MEC), also 

known as Edge computing, is a key enabler 

of 5G networks and will help to address a 

much wider range of use cases and business 

opportunities than ever before. Edge 

computing will provide ultra-responsive, 

high bandwidth, locally-relevant and highly 

personalized services to end users.  

For example, in a sports stadium, augmented 

reality or virtual reality services showing the 

action on the pitch in new ways and high-

resolution video replays could be offered to 

spectators, differentiating the customer 

experience and generating new revenue 

opportunities for EITC. Edge computing will 

also be a vital technology to support 

demanding Internet of Things applications in 

industrial verticals and across smart cities.  

Edge Computing is widely seen as a 

powerful technology that can improve the 

mobile communications experience, cost-

effectively support demanding IoT 

applications, and provide new ways to 

maintain network performance and enrich 

the customer experience. The customer 

experience is greatly improved by ability to 

deliver real-time mobile services that use 

context information and location awareness 

to create a high degree of personalization. 

These services can also be more responsive 

because of the ultra-low latency achieved by 

locating computing resources near the point 

of use. Popular and locally-relevant content 

can be delivered from exactly where users 

consume it.  

Real-time network and context information 

together with real-time analytics can 

proactively optimize network and service 

operation, thus helping to maintain the 

customer experience. Edge computing is 

already being deployed on today’s 4G 

networks to deliver new services to multiple 

sectors and create innovative business 

opportunities. It opens opportunities for 

collaboration and is proving to be a 

powerful catalyst for innovation. 

Edge computing is a key enabler and 

architectural concept for 5G, helping to 

satisfy 5G throughput, latency, scalability 

Figure 4. Edge use cases for Enterprise and Industry verticals 
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and Automation targets. It offers additional 

privacy and security and ensures significant 

cost efficiency.  

Edge computing applications are best 

deployed close to the small cells, macro cells 

or Wi-Fi access points near to or within a 

venue or site. Small-scale distributed MEC 

provides locally-relevant services to 

enterprises and venues. For example: 

- A sports stadium could use MEC to 

provide high quality video clips 

from the event to spectators 

- An airport could use MEC for 

advertising, location and virtual 

reality 

- An industrial plant could use MEC 

for video surveillance and as an IoT 

gateway for connecting IoT devices 

-  A campus or conference centre 

could offer local services to 

residents and visitors  

BUILDING THE NEXT 

GENERATION DATA 

CENTRES WITH NFVI AND 

SDN 

Data Centres have traditionally been used in 

the IT industry to provide software services, 

on-demand Cloud computing and storage 

capabilities. The Telecom industry is 

evolving to NFV and SDN architecture, 

including 5G, in which Data Centres and 

Cloud software will provide the 

infrastructure for Telecom networks. 

Virtualized network elements and functions 

will run on commodity server architectures 

in a Telco capable Data Centre, supported by 

very large amounts of storage capacity with 

high bandwidth connectivity. These Data 

Centres themselves will vary in size and 

geography e.g. centralized core and IT Data 

Centres, distributed Edge Data Centres, 

depending on the needs of the functions they 

support. 

Figure 5. Capabilities of Next Generation Data Centres  
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By adopting NFV and SDN technologies, 

Data Centre is rapidly becoming the 

dominant infrastructure solution for 

computing and networking. Future Data 

Centres are being designed to host all kinds 

of Applications e.g. Telco-specific, 

Enterprise-specific, content streaming, e-

commerce, data storage, AI applications and 

alike. 5G network elements will run in 

virtualized mode on Telco Cloud platforms 

e.g. Cloud RAN, Edge, Enhanced Packet 

Core and Converged Core. In coming years, 

EITC foresees significant growth to the Data 

Centre infrastructure, mainly due to 

increasing traffic growth in the network. To 

prepare for this growth, EITC is taking steps 

towards having next-generation Data 

Centres with common, shared infrastructure. 

Recent market trends show that 

Communication Service Providers (CSPs) 

are starting the journey with having separate 

optimized infrastructure to run different 

types of workloads e.g. IT, Telco Cloud and 

Enterprise. CSPs take steps to standardize 

particular infrastructure, Management and 

Orchestration solutions, and deploy them to 

different clusters to support different kinds 

of workloads. Most of the CSPs also define 

a roadmap towards a hybrid Cloud with 

common converged infrastructure. The 

evolution to support both Telecom 

applications in Data Centres along with IT 

requires that we take a closer look at what 

attributes and capabilities are required to run 

this new class of Telecom applications in the 

Data Centre.  

EITC is currently focusing on key 

technology attributes (Figure 5) of next 

generation Data Centres.  

Zero Touch Cloud Automation capability 

will help EITC to reduce OPEX over coming 

years and at the same time will allow 

handling of increasing levels of complexity 

due to hardware, software and services 

variations requiring on-demand and real-

time actions. Innovations in Energy 

efficiency are key for EITC as it is 

increasingly important to address power 

consumption in Data Centres. As the number 

and variety of applications using AI and 

machine learning grow, hardware 

accelerators, such as Graphics Processing 

Unit (GPU) and FPGA that are tailored to 

supporting AI processing and algorithms, 

will find increasing use in Data Centres. 

Networking approach typically called “leaf-

spine” architecture in Data Centres is a 

design standard already being adopted at 

EITC. Unlike the old hierarchical legacy 

network architecture, it typically includes 

“leaf” switches on the top of each rack or a 

hyper-converged appliance that is 

Figure 6. Telco Cloud building blocks 
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interconnected among Data Centre “spine” 

switches. This architecture provides EITC 

significant advantages in Cloud environment 

e.g. high elasticity within a Point of Delivery 

(POD), and very high scalability in terms of 

the number of PODs that can be installed and 

optimized. Leaf-spine networking 

architecture eliminates a tier of switches in 

legacy networking configurations and traffic 

flow within the Data Centre is also optimized 

for performance.  

SDN technology automates the network 

configuration and provisioning, improves 

network quality, reduces the risk of human 

error, and provides faster time to market. 

SDN enables unified network visualization 

and coordination across the IP and optical 

layers, increases network utilization and 

improves network resiliency. 

As increasing amount of data is stored in 

Cloud-based Data Centres – whether 

personal, financial, commercial, IoT 

command and control systems. Data Centres 

must provide the necessary Security 

capabilities to protect against unauthorized 

access and ensure safeguarding of the data.  

Typical Telco Cloud deployment is likely to 

have multiple Data Centres connected 

through multi-service programmable IP and 

Optical backbone network. Data Centres will 

have capability to support multiple 

virtualization technologies e.g. hypervisor 

based (example: Open Stack) and container 

based (e.g. Docker container) virtualization. 

ETSI NFV reference architecture [4] is most 

commonly adopted framework to host multi-

vendor Telco Virtual Network Functions 

(VNFs).  

ETSI reference architecture focuses on 

changes likely to occur in a Telco network 

due to introduction of NFV process. It has 

clearly defined the functional block and main 

reference points between those blocks. Key 

functional blocks are: 

NFVI: This consists of all hardware and 

software components which build up the 

environment where VNFs are hosted. It can 

span across several locations and the 

network providing connectivity between 

these locations are also regarded as part of 

NFVI. It creates a virtualization layer that 

sits right above the hardware and abstracts 

the HW resources, so they can be logically 

partitioned and provided to the VNF to 

perform their functions. 

VIM: Virtual Infrastructure Manager (VIM) 

is responsible for managing the virtualized 

infrastructure. It comprises the 

functionalities that are used to control and 

Figure 7. Key drivers for Telco cloud adoption 
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manage the interaction of a VNF with 

computing, storage and network resources 

under its authority, as well as their 

virtualization.  

VNFM: VNF Manager (VNFM) is 

responsible for VNF lifecycle management 

(e.g. instantiation, update, query, scaling, 

and termination). Multiple VNF Managers 

may be deployed in a network. VNF 

Manager may be deployed for each VNF, or 

a VNF Manager may serve multiple VNFs. 

Generic Virtual Network Function Manager 

is a preferred choice when it comes to do life 

cycle management of multi-vendor VNFs.  

NFVO: NFV Orchestrator (NFVO) oversees 

the orchestration and management of NFV 

infrastructure, software resources and 

realizing network services on NFVI. It works 

seamlessly in a multi-vendor environment 

through ETSI defined interfaces.  

FASTER TIME TO MARKET 

THROUGH CLOUD AGILITY 

In the era of the modern digital economy, 

where software is expected to play an 

increasingly dominant role in the future, 

EITC needs to be agile and cost-efficient to 

be successful in the market. The way to 

achieve this is by adopting Software-defined, 

Cloud-based next generation network and 

transforming the Current Mode of 

Operations to Future Mode of Operations 

(FMO).  

Agility and lower operational costs are the 

key drivers of the networks of the future. 

CSPs want agility with regards to innovation, 

service deployment, auto scaling, order 

turnaround and Time to market (TTM). For 

instance, rapid and error-free provisioning of 

services or scaling of capacity can be 

realized through network Automation. 

Another relevant example is through 

Software Defined Network (SDN) 

implementation where network traffic flow 

can be dynamically adjusted to meet 

changing needs. Greater business agility is 

the prime motivator for EITC to prepare for 

transforming the existing core network assets 

to the Cloud because future success will 

depend on being able to adapt the network 

and businesses rapidly to market trends and 

to support widely differing needs. In doing 

this, EITC have a tremendous opportunity to 

become a Digital Service Provider (DSP) by 

leveraging their evolving networks, software 

capabilities and relationships with their 

subscribers.  

Figure 8. Key principles for Cloud-native architecture 
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In general, DSP organizations do few things 

very efficiently, e.g. Sense Opportunities 

(for example, sensing niche users who are 

poorly served to existing products or an 

adjacent market opportunity that the 

organization can address), Seize 

Opportunities (by quickly assembling 

service systems to address those market 

opportunities) and Operate efficiently (with 

acceptable service quality to yield 

sustainable business value). 

The new 5G core architecture is based on 

Cloud technologies, enabling capacity to be 

scaled in or out elastically as demand 

fluctuates. There is effectively no upper limit 

on how much capacity can be added, 

enabling EITC to cater to the demands of 

even the largest next generation converged 

networks. New software features can be 

implemented faster and updates deployed 

automatically to ensure EITC is using the 

most advanced software, which also creates 

a competitive advantage by offering the 

latest services and features to subscribers.  

TECHNOLOGY ROADMAP 

EVOLUTION TOWARDS 

CLOUD-NATIVE 

The network of tomorrow is characterized by 

network functions with simplified and 

unified architecture, running on a common 

Cloud infrastructure and providing open 

APIs enabling operational Automation and 

flexible support for new services and value-

added functions. Thereby the entire network 

becomes more of an open ecosystem.  

Such future networks are based on DevOps, 

i.e. Operations working together with 

development helps faster and more frequent 

deployment of new software capabilities 

directly into a live environment. 

Microservices is an architectural style to 

develop a single application as a suite of 

small, independently deployable services, 

Figure 9. Cloudification journey towards cloud-native and beyond 
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that are built around business capabilities, 

such as routing network traffic. Containers 

encapsulate discrete components of 

application logic (e.g. a microservice) 

together with their dependencies, 

provisioned only with the minimal resources 

needed to do their job. Common 

Infrastructure provides computing, storage 

and networking resources, capable of 

running Linux containers in VMs or on bare-

metal. 

Cloud comes with certain benefits, e.g. 

applications scale as needed, consume 

services from one another, share compute 

resources and data, and ignore limits of 

underlying physical machines. Some of the 

uncertainties seen are e.g. variable latency, 

customer-specific policies for Security, fair 

access and overload handling. A cloud-

native application is one that runs optimally 

in the Cloud environment and takes full 

advantage of its benefits. Cloud-nativeness 

can be associated with certain architectural 

principles as shown in the figure below.  

To support continuous innovation, EITC 

would have to develop a new architectural 

framework e.g. micro services architectures. 

The implementation of a micro services 

architecture and containerization enables the 

continuous delivery of large, complex 

applications as loosely coupled services, thus 

enabling shorter innovation cycles, increased 

agility, improved scalability, and reduced 

OPEX. With increased rate of DevOps 

adoption, the path towards a true Cloud-

native approach becomes practical. However 

most of the CSPs, including EITC, are at the 

stage of implementing virtualization and 

preparing the move to the Cloud. Hence the 

timing for micro services and 

containerization push needs to be carefully 

selected. Micro services approach also 

requires other elements to be in place, such 

as DevOps, and yet many CSPs still don't 

have these necessary building blocks in place 

because they are wary of the radical cultural 

change required, such as breaking down 

legacy organizational silos and coming to 

grips with new paradigms such as open 

source. EITC believes that adoption of micro 

services architectures is almost imminent, 

but the timescales for adoption will vary. 

There is a need as well to stress on the 

business benefits. Migration to micro 

services architectures and cloud-native 
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applications is expected to be a gradual one. 

Typical telco Cloud adoption journey 

(Figure 9) can be defined in five major steps. 

As an example, in next-generation network, 

e.g. 5G, core network is being designed for 

cloud-native architecture and principles 

(Figure 10). The key target for the core 

network is to provide all services over any 

access technology utilizing a single core 

while being able to optimize for a multitude 

of service characteristics in an automated 

manner. Cloud-native architectural [6] 

principles for 5G Core are based on 

“converge the network functions” and “to 

enable the common architecture and 

infrastructure” supporting extreme 

Automation and flexibility. Adaptive 5G 

core is decomposed into a micro service 

architecture, leveraging independently 

scalable, reusable Docker containers. 

Infrastructure environment independence, 

open element management, Leveraging 

Open Source and Configurable service and 

business logic.  At EITC, we believe the 

future for new technologies is now. EITC has 

already started implementing a 5G network 

with a clear “need oriented” approach. We 

are working with our partners, to identify use 

cases which can help EITC to resolve 

existing challenges and constraints, build a 

roadmap and timeline to launch new use 

cases in the market.



www.du.ae  18 

REORIENTING FOR FUTURE MODE 

OF OPERATIONS

CLOUD OPERATIONAL 

REQUIREMENTS 

Advancing in the cloudification and 5G 

journey requires changes in network 

operational aspects. There are many drivers 

impacting the scale of the operational 

challenge. 

 

- Multiple network slices – each in a way 

triggering its own transactions as if it’s a 

real physical network. 

- Instead of dealing with a few services, 

Operations must deal with many times 

more micro-services. 

- To make services smart and context 

aware, Operations have to process 

numerous new contexts change-related 

transactions. 

- Traffic and associated demand for 

network resources are becoming 

increasingly more variable and 

unpredictable adding to provisioning 

challenges.  

- Larger scale of automation needs to be 

adopted, e.g. to implement self-healing a 

system needs to have the ability to 

Figure 12. Complexity growth calls for Operations automation  
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perceive that it is not operating correctly 

and, with or without minimal human 

intervention, make the necessary 

adjustments to restore itself to normal 

operation. 

Transaction processing capacity will 

improve with Moore’s law for hardware and 

all the optimizations we can do with software 

architectures for better scaling. However, it 

appears that operations without any dramatic 

change will be the bottleneck for realizing 

the promise of better capital utilization or 

scalable growth in pursuit of new revenues. 

And this is where the predictive power of AI 

and ML technologies must be put to use. 

Viability or stability requires that Operations 

can predict possible future events and, by 

proactively taking the right steps, completely 

prevent many transactions which would have 

been triggered otherwise. 

Without transforming the operations, the 

entire vision of the network of the future will 

be left unrealized, as it will simply be too 

operationally complex and costly to 

implement. The change will require 

optimization of 4 “Ps”: the people, 

processes, platforms and performance, with 

the dominant P being people, as it is 

ultimately people that define the other Ps: 

processes, performance and platforms. The 

key change on the people front will be 

increasing the level of Automation, taking 

people out of the minute-by-minute decision 

process and relying on a high degree of 

analytics with self/machine-learning and 

optimization to increase agility and scale. 

This will leave people more time to deal with 

complex exceptions and deal with 

increasingly improving processes, platforms 

and performance. To successfully compete 

in the new digital era, EITC will need to 

support a high level of personalization and 

autonomy. From a network user perspective 

this will require that: 

Both enterprise users and consumers are able 

to rapidly explore new offers and modify 

their current services with an ability to 

choose any mix of pay-for-use or bulk-usage 

models depending on which payment 

Figure 13. Cognitive is the ultimate step in the evolution of Operations 
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solution best matches the contextualized 

needs of the user or enterprise. 

There should be no perceived service 

disruption or impairment as the network 

adapts to changes in demand, capabilities, 

services requirements, usage patterns or 

impairments and failures. Any issue that 

arises should be self-diagnosable and 

resolvable without the need for operator 

intervention. This is accomplished by 

providing tools and intelligent virtual 

assistants to solve problems without needing 

to engage a customer support technician. 

Extreme Automation of network operations 

will be essential to support dynamic service 

creation, management and value 

optimization. Looking forward, there will be 

one constant in network operations: change. 

The future network will be subject to it 

constantly. 

- In network capabilities, as new 

virtualized functions and capabilities are 

added 

- In services, as new applications are on-

boarded and service-chained to create 

new service mash-ups 

- In end points, as EITC customers (and 

connected things) are added or modified, 

or they move from one location to another 

PATH TOWARDS CLOSED 

LOOP AUTOMATION 

Extreme Automation is a simple notion but 

poses a lot of architectural challenges. To 

address the complexity, the concept of 

control loops is carefully designed so their 

boundaries are clearly defined, limiting risk 

and maintenance effort. Adherence to these 

simple principles greatly reduces long-term 

complexity, cost, technical risk, integration 

and consistency. 

Loop of control can span across multiple 

domains (e.g. whole NFV stack – from NFVI 

to external Assurance or Policy Enforcement 

solution) or may be limited to a particular 

domain with a clear control point, e.g. SDN, 

VIM or VNFM. As stated in Research Note 

“Closed loop Automation and the new role 

of assurance” from Appledore Research 

Figure 14. Operations driven by Automation and Analytics 
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Group [1], Telecoms need not re-invent the 

wheel: we can learn best practices from other 

industries that have decades of experience 

refining closed loops. Proven best practices 

include loose coupling, nested loops, no 

duplication of logic or data, and a 

hierarchical “nested” structure. Nested loops 

act first locally (simplification, risk 

reduction); only if necessary should a larger 

loop come into play. These best practices 

reduce complexity, reduce risk and minimize 

disruption as well inevitably add domains 

and capabilities over time. When planning 

for implementation of control loops EITC 

needs to take into account a few factors: 

- Architectural readiness of VNFs for 

selected closed loop scenarios (like auto-

scaling, auto-healing). 

- Capability of the systems considered for 

the control point role – VIM, VNFM(s), 

EMS, NFVO, SDN Controller, Umbrella 

Assurance, External Policy Management. 

- Abstraction level of the models used by 

given loop control point. 

Let us examine a few examples of loop 

design process: 

Figure 16. Closed loop automation can be realized on many levels of NFV stack 

Figure 15. Assurance, Fulfillment, Assurance and Capacity Management automated in the closed loop.  
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- VNFM cannot trigger scaling-out process 

on a VNF if the internal architecture of 

the VNF does not support it. 

- It would not be practical to deal with 

evacuation of Virtual Machines from 

failed hosts by NFVO while VIM itself 

can manage it via auto-evacuation 

mechanism. Model of network service 

maintained in NFVO simply does not 

maintain enough details about individual 

Virtual Machines. 

- Disaster condition in one of Data Centres 

may lead to the roll out of new Network 

Service instance in another Data Centre. 

Such decision needs to come from an 

Umbrella system as NFVO might not 

have enough details to trigger the 

corrective action. It is a good design 

practice to build closed loops within 

domains to solve domain-specific 

problem (e.g. SDN to deal with network 

redundancy, VIM with failed hosts, EMS 

with VNF performance), while letting 

cross-domain systems like Orchestration, 

Umbrella Assurance or external 

centralized Policy Management to 

control loops solving issues identified by 

analysis of lower level KPI (e.g. related 

to the service-level performance or 

availability). 

NETWORK SLICING AND 

LIFECYCLE MANAGEMENT 

Network slicing concept is one of the key 

promises of 5G opening doors for new 

business between EITC and its enterprise 

partners. Requirements towards network 

slicing will change over time following 

EITC business decisions. For instance, 

during 1st phase, like many other operators, 

EITC could opt for vertical slicing. Later in 

2nd phase, EITC may consider including 

consumer specific customizations. 

Connected cars is a good example of 2nd 

phase use case, where vendor specific 

features and capabilities are applied to a 

blueprint solution. 

Example of Connected Car Solutions 

by different vendors: Traffic Efficiency, 

Traffic Safety, Infotainment, Vehicle 

Interaction, Location, Tracking and Fleet 

Figure 17. Infrastructure (Slice) as a Service types of offers 
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management, Telematics, Security, 

Communication, Emergency support.  

Regardless of the approach, network slicing 

requires mature Orchestration environment 

and effective Operations processes. 3GPP 

study TR28.801 [2] provides the definition 

of Network Service Lifecycle management. 

Each Network Slice Instance (NSI) can be in 

one of 4 phases. 

Preparation. In the preparation phase the 

NSI is not created yet. This phase includes 

the creation and verification of network slice 

template(s), the on boarding of these, 

configuration of the necessary network 

environment supporting the lifecycle of NSIs 

and any other preparations that are needed in 

the network.  

Instantiation, Configuration and 

Activation. During 

instantiation/configuration all resources 

shared/dedicated to the NSI have been 

created and are configured, i.e. to a state 

where the NSI is ready for operation. The 

activation step includes any actions that 

makes the NSI active, e.g. diverting traffic to 

it, provisioning databases (if dedicated to the 

network slice, otherwise this takes place in 

the preparation phase). NS instantiation, 

configuration and activation can include 

instantiation, configuration and activation of 

Figure 18. Phases of Network Slice Instance Management. Source: 3GPP TR 28.801 

Figure 19. End to End Network Slicing Management 
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other shared and/or non-shared Network 

Functions. 

Run-time. In this phase the NSI is capable 

of traffic handling to support communication 

services of certain type(s). The run-time 

phase includes supervision/reporting (e.g. 

for KPI monitoring), as well as activities 

related to modification. Modification could 

map to several workflows related to runtime 

tasks, e.g. upgrade, reconfiguration, NSI 

scaling, changes of NSI capacity, changes of 

NSI topology, association and disassociation 

of network functions with NSI. 

Decommissioning phase. The 

decommissioning phase includes 

deactivation (taking the NSI out of active 

duty) as well as the reclamation of dedicated 

resources (e.g. termination or re-use of 

network functions) and configuration of 

shared/dependent resources. After 

decommissioning the NSI does not exist 

anymore. 

Execution of Network Slice Instance 

management actions in each LCM phase 

must happen across all the involved Network 

Elements. Those Network Elements can be 

located in distributed locations, managed by 

different type of systems (VNF MANO, DC-

SDN, WAN-SDN, EMS) and connected by 

different types of networks (e.g. Layer 2 

Data Centre fabric, IP-MPLS transport). 

Adding the multivendor factor, the high 

degree of complexity of the whole ecosystem 

requires Orchestration layer to be the central 

place of modelling, inventory and life cycle 

management of Network Slice Instances 

(Figure 19). 

DEVOPS FOR AGILE 

TELECOM SERVICES 

DELIVERY 

The IT industry has long embraced DevOps; 

the paradigm of fast development of 

applications in close cooperation between 

application provider and application 

Operations team. The Telecom industry 

wants to leverage the learnings and apply the 

similar model to Telecom applications. 

DevOps is a combination of philosophies, 

practices and tools that companies can use to 

address the opportunities of dynamic 

markets. DevOps calls for tight cooperation 

throughout the software lifecycle, from 

planning and requirement management, to 

operating the software.  

Unlike traditional development and 

Operations methodologies, DevOps relies on 

Figure 20. DevOps pipeline: high level stages 
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constant and immediate feedback at every 

stage of the software lifecycle, from 

customers and from the operational 

environment, supported by continuous 

monitoring of network Key Performance 

Indicators (KPIs) and other means. 

This feedback is vital for continuous 

deployment, in which a flow of new 

integrated and verified code is continuously 

deployed into customers’ staging for 

acceptance and then into production 

environments. However, continuous and 

fully automated deployment to production 

challenges the telco world’s strict need for 

very high network stability.  

DevOps in the telco world requires vendors 

and operators to collaborate across corporate 

boundaries, unlike web-scale players in 

which both development and Operations 

reside within one company. 

Furthermore, while web-scale production 

systems are almost exclusively based on 

Data Centres (Cloud) with unified resources 

and infrastructure, the telco production 

environment comprises assorted network 

elements implemented over time. 

Such challenges must be overcome to allow 

telco vendors and EITC to constantly deploy 

and verify the newest software in 

production-like environments, verify their 

compliancy and provide the necessary 

feedback to development. 

EITC runs multivendor networks. The 

various vendors and partners therefore need 

to agree a common DevOps framework and 

Operations with the operator. This 

commitment to continuous planning, 

integration, testing and deployment will 

deliver rapid innovation through 

collaboration. 

Continuous delivery in a multivendor 

environment requires automated integration 

and testing of all service components to 

ensure high reliability of service. The 

continuous technology evolution of a service 

component results in dramatically reduced 

deployment time, with frequent deliveries. 

Such frequent deliveries call for continuous 

service integration optimized for the high 

number of component versions. Complexity 

grows exponentially when the number of 

service components and their individual 

versions increases. Dealing with this 

complexity is crucial. 

While a growing number of operators are 

adopting Cloud technologies, the full 

benefits of Cloud-based Operations will only 

be realized by fundamentally changing 

software architecture. Current virtualized, 

monolithic architecture will not provide the 

speed and simplicity required by continuous 

delivery, deployment and DevOps.  

New software architecture based on 

containerization and micro services will 
enable rapid updates and flexible 

Figure 21. Microservice architecture and DevOps 
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deployments, eventually leading to 

incremental and fast introduction of features. 

Micro service architecture aims to develop a 

single application comprising a suite of small 

services, each running its own process and 

communicating through a lightweight 

mechanism. Common characteristics of this 

architecture are: 

- Autonomous systems: delivering 

business value independent of other 

services 

- Simplicity: minimizing the number of 

components and interactions 

- Loose coupling between services 

- Strong cohesion within services 

- Sharing common services (as load 

balancer, proxies) which avoid 

duplicating functions 

- Component level scaling versus full 

service scaling (micro services can be 

scaled without scaling the full network 

element)  

Continuous delivery and deployment require 

a high level of automation throughout the 

creation and operation of a product. 

Continuous testing is also needed to achieve 

the product stability and quality that a 

DevOps environment requires. 

Continuous testing by the vendor and 

customer provides immediate and 

continuous feedback on every code change 

and every new feature. Automated testing 

and feedback require a common end-to-end 

test strategy. This helps ensure a focused 

approach to high risk, high impact products 

and solutions, while shared, automated 

execution provides information and boosts 

the flexibility and efficiency of vendors and 

EITC. This enables them to more easily 

define requirements and refine the Operation 

of the software. 

Smooth progress through the verification 

stages also requires the Automation of 

software delivery, deployment and updates. 

This enables vendors and customers to use 

their engineering skills to create innovative 

ideas and build an event-driven system that 

focuses on quality. 

Continuous monitoring and feedback 

encompass not just faults, but also normal 

Operations and characteristics of software 

products. Automated performance 

monitoring provides insight into the 

software’s behaviour that can be used to 

guide performance improvements. 

Continuous monitoring of errors enables 

vendors and EITC to respond faster and more 

effectively, as well as developing preventive 

measures.  

Unlike a web-scale organization, in which 

development and Operations reside within 

the same company, EITC as a CSP routinely 

buys network components from several 

vendors. Inevitably, the number of releases 

that EITC would see will grow 

exponentially, calling for equally numerous 

compatibility checks. 

Figure 22. Multivendor environment in the DevOps 

methodology 
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Synchronizing delivery from multiple 

vendors is essential. Portions of the 

operator’s infrastructure must also be open 

to allow testing and verification of new 

solutions. New channels for the automated 

collection of customized operational 

feedback on demand will also allow 

development teams to improve their 

components based on production data. 

ANALYTICS AND AI/ML IN 

THE FUTURE NETWORK 

Increased complexity and rate of change in 

networks driven by cloudification and 5G 

makes full reliance on human design for 

operational workflows unsustainable.  

With help of AI/ML toolset, we can 

autonomously identify patterns and 

dependencies in complex and large data sets 

(like root cause analysis or traffic 

prediction). When integrated to the 

Operations Automation workflow it can:  

- Trigger for use cases, including 

troubleshooting, scaling, and auto-

healing. 

- Expert systems to aid problem resolution 

and drive Automation workflow. 

One of the first applications of AI/ML might 

be Customer Care where chatbot and 

autonomous care enhance the customer 

experience and accuracy of problem solving. 

Applied to a wider context, AI/ML would 

chain and organize EITC use cases into AI 

driven entire business process.  

As a key enabler of digital intelligence 

closed loop, AI/ML can enable access to 

insight to various distinct areas like: 

- Customer experience, device experience 

(IoT), business SLA for B2B. 

Figure 23. Applying AI for digital intelligence closed loop 

Figure 24. Key Telecom domains addressable by AI/ML 
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- New revenue opportunities e.g. new 

enterprise in the network needing specific 

service or monetization opportunities. 

- Cost/resource saving opportunities. 

Once opportunities or threats are identified, 

they can be subsequently acted upon. 

In Telecom ecosystem AI/ML includes also 

human augmentation loop, where human 

operators can manage business decision 

making, supply more information or help 

identify scenarios, which AI is not able to do. 

As Telco AI is in its nature business 

Operations AI (while with understanding 

technology and its impact on business), it 

connects to domain specific closed loop, e.g. 

Orchestration, SON and 5G (slice and radio 

management), which then execute their 

actions based on recommendations triggers 

from Telco AI and return/exchange data. 

The potential applications of AI/ML 

technology are numerous. Figure 24 

summarizes only the key domains and use 

cases. 
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SECURITY FRAMEWORK FOR A 

FUTURISTIC NETWORK 

CLOUD BRINGS NEW 

ASPECTS TO SECURITY 

MANAGEMENT 

Every Communications Service Provider 

creates and follows a well-structured 

corporate security policy. However, since 

Network Function Virtualization represents 

a radical change in the Telecom industry, 

while the existing processes of Information 

Risk Management [3] (e.g. specified in ISO 

27005) do not change, there is a need to look 

carefully to new boundaries introduced by 

Cloud architectures and threats emerging at 

them. ETSI NFV reference model clearly 

defines interfaces between different entities 

in the NFV architecture. Figure 25 depicts an 

overlay boundary known as IaaS 

(Infrastructure as a Service). This outlines 

the separation between the network functions 

and the supporting infrastructure. 

EVOLUTION OF NFV AND 

SECURITY STRATEGY 

As one might imagine, the transition to NFV 

will not occur overnight. Different 

dimensions such as hardware, management, 

automation, organization, applications and 

Figure 25. IaaS boundaries in ETSI NFV reference architecture 
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network must all evolve in order to reach the 

full potential of NFV. These dimensions will 

continue to evolve differently depending on 

EITC’s roadmaps and commitments, as well 

as on EITC’s capacity to execute 

 

The focus of Security management changes 

along with the NFV evolution. To illustrate 

the migration paths, four Security focus 

stages have been identified on the NFV 

journey from first deployments to advanced 

NFV.  

Stage 1: Single VNF focus 

Stage 2: NFVI focus 

Stage 3: MANO focus 

Stage 4: Highly distributed 

Depending on the actual NFV evolution 

stage different aspects of NFV Security may 

require different amount of attention. Table 

1 presents an example of selected key 

Security objectives and their significance in 

each NFV evolution stage.  

Table 1. Example of significance of Security objectives in various phases of NFV evolution 

Figure 26. Typical NFV evolution stages 

Security Objectives Stage 1 Stage 2 Stage 3 Stage 4 

Objective 1: Ensuring isolation *** *** *** *** 

Objective 2: Vaildating topology * ** *** *** 

Objective 3: Meeting new regulatory compliance ** ** *** *** 

Objective 4: Protecting against DoS * ** *** *** 

Objective 5: Tracking Security incidents * ** *** *** 
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SECURITY ACROSS NFV 

LAYERS 

Many factors must be considered in the 

design of NFV solutions that potentially 

impact Security [5]. These include: 

- Network function constraints, such as 

network or processing performances, 

(e.g. network throughput or the CPU I/O 

rate). 

- Emerging technologies to address 

identified Security vulnerabilities, both 

hardware and software (e.g., Input/output 

Memory Management Unit (IOMMU) 

against Direct Memory Access (DMA) 

attacks). 

- EITC assessment and selection of 

technology (e.g. virtualization and 

containers) 

-  Delivery schedule and constraints, (e.g. 

planned maintenance windows) 

-  Operations constraints, (e.g. staff 

availability and training level) 

 Based on this list, it is likely that EITC, the 

VNF vendors, the third-parties (for example, 

middleware or database providers), as well 

as infrastructure providers (for example, an 

operator of a private Cloud independent from 

EITC) are all impacted by design choices. 

For instance, specific VNF hardware 

requirements, such as Trusted Platform 

Module (TPM), Intel TXT, IOMMU and 

Single Root Input/output Virtualization (SR-

IOV), may be incompatible with existing 

hardware in a Data Centre. For the VNF 

vendor alone, design choices will have 

multiple impacts. Therefore, it is key to 

identify these impacts early. To facilitate the 

review of the available design options, the 

“NFV stack” can be defined with its three 

major layers: 

- Hardware and firmware 

Security Area Key Security topics 

Trusted hardware and software TPM-based overall boot integrity: measure and validate BIOS and 

hypervisor, seal data 

Direct Device Assignment: assignment of PCI devices from the host 

to the guest VMs 

Virtualization and Cloud management 

system Security 

Cloud management system memory overcommitment: infrastructure 

memory optimization 

Memory ballooning: hypervisor feature for VM dynamic memory 

management 

Hypervisor memory optimization: kernel level memory de-

duplication 

Cloud management system routing: integrated software routing for 

interconnecting networks 

Linux kernel Security: hardening of the system 

VNF-level Security 

VM swap encryption: application-level protection of swapped 

memory 

Remote attestation: secure exposure of the results of the trusted 

launch process, enhancing end-to-end Security features for VNF 

deployment and Operation 

Table 2. Key Security topics to be addressed in today’s Cloud 
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- Virtualization and Cloud management 

system 

- VNF and its EMS and MANO 

Impact of the Security threats must be 

always assessed across all these layers. 

Table 2 lists the most common Security 

topics that must be addressed in today’s 

Clouds. 

IAAS IMPACTS END-TO-END 

CLOUD INFRASTRUCTURE 

The infrastructure diversity may be impacted 

by the Security choices. For instance, if there 

is a need for a VNF to be end-to-end 

encrypted and deployed on a specific server, 

it also requires a hosting infrastructure with 

remote attestation. Starting from an 

infrastructure with highly diverse hardware 

and software—some inherited and some 

brand new—including the TPM-based 

Overall Boot Integrity, Remote Attestation 

will be more easily achieved with a 

homogeneous infrastructure. This option 

naturally reduces the future purchasing 

options of the infrastructure provider. The 

infrastructure dynamicity is also impacted by 

the Security choices. For instance, starting 

from an infrastructure with a defined number 

of servers to host and enable the scaling of 

the VNF services on top of it (see the left part 

of Figure 27), and targeting to prevent over 

commitment of memory at the Cloud 

management system level, will require more 

physical memory on existing servers and in a 

second phase more servers (see the right part 

of Figure 27). 

EITC Corporate Security policy will be the 

key factor to dimensioning of the Cloud Data 

Centres. Certain rules regarding traffic 

patterns or placement of the physical 

compute hosts and distribution of workloads 

may dictate the number of additional 

equipment (hosts, routers, firewalls) to be 

installed within Data Centres. 

SDN IS IN THE HEART OF 

CLOUD SECURITY 

SDN brings new Security challenges to 

networks when SDN controllers are 

Figure 27. IaaS impact on end-to-end Cloud infrastructure 
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implemented in Cloud environments and 

when multiple, diverse applications are 

admitted to “program the network”, i.e. 

control network resources via the 

controllers’ northbound interfaces. Solid 

authentication and authorization concepts 

and a very careful, security-aware design, 

implementation, deployment and operation 

of SDN controllers are required to maintain 

network Security. The northbound interface 

is a critical protection point to prevent 

malicious applications from compromising a 

controller via this interface and subsequently 

exerting unauthorized control over network 

resources. 

SDN introduces a separation of forwarding 

and control and thus introduces an interface 

between SDN controller and SDN switch. 

This interface makes the overall system more 

vulnerable to attack. It could allow attacks on 

the integrity and confidentiality of the 

controller-switch communication, Denial of 

Service (DoS) attacks, or attacks aiming at 

gaining some control over switches and 

controllers by exploiting vulnerabilities in 

the protocol software or the interface 

configuration. However, securing such 

interface is a well-known task and suitable 

means are readily available, such as usage of 

IPsec or TLS to cryptographically protect the 

legal communication and exclude all 

communication faked by malicious third 

parties. 

Availability of northbound interface in SDN 

Controller allows implementation of new 

Security solutions that could use it to execute 

central and at the same time, fine granular 

and agile control over the network via an 

SDN controller. Figure 28 gives a simplistic 

example of a Security solution implemented 

as an SDN application. This solution aims at 

providing protection against Denial-of-

Service attacks. For this purpose, the 

application (the Anti-DoS App) analyses 

flow statistics retrieved from SDN switches 

operating as ingress switches to a particular 

network. By this, the Anti-DoS App detects 

the DoS attack by a botnet (a coordinated set 

of maliciously acting computers or 

smartphones) against a target, for example a 

WWW-server. Guided by policies, the Anti-

DoS App then blocks the malicious flows by 

suitably instructing the SDN switches, 

mitigating the DoS attack. 

Figure 28. Securing the SDN  
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DESIGN FOR SECURE NFVI 

Without any measures, virtualized telco 

applications would be arbitrarily placed by 

the Virtual Infrastructure Management of the 

Cloud, leading, for example, to a 

constellation with a highly sensitive 

application like the Home Subscriber Server 

(HSS, user database) and a Web server on the 

same hypervisor. While this doesn’t pose any 

problem if the hypervisor’s logical 

separation is working, it may lead to severe 

Security implications once an attacker from 

the Internet (accessing the web server) 

succeeds in compromising the hypervisor by 

exploiting a software vulnerability. In this 

case, the logical separation is broken, and the 

attacker may gain access to the sensitive 

contents of the HSS database.  

This threat can be mitigated by structuring 

the virtualized telco network into Security 

zones (also called “clusters” or “groups”). 

Security zones ensure that only applications 

with comparable functional criticality and, 

therefore, similar Security requirements, are 

placed on the same hypervisor. A good 

example would be the protection of 

virtualized network management systems 

deployed in their own dedicated Security 

zone, thus being logically and physically 

separated from other telco Cloud 

applications. In order to achieve this in a 

highly automated way, the network function 

orchestrator in conjunction with the virtual 

network function manager – both defined by 

ETSI NFV ISG - will be instrumented to set 

up the Security zones within the virtualized 

infrastructure and deploy the application 

software accordingly. Ideally, the definition 

of the Security zones should be agreed upon 

between EITC and the Network Equipment 

Provider (NEP), as the definitions are 

influenced by the operator Security profile 

and policies and those of the NEP. While the 

‘Security zone’ concept doesn’t diminish the 

probability of attacks, it however 

significantly reduces their impact in the 

event of a breach. Compliance with the 

Security zones is also required when an 

application is launched, moved or when the 

Security profile of the application changes. 

Traffic separation should complement the 

principles of Security zones. This means, 

similar to the nature of Security zones, traffic 

with comparable functionality and Security 

requirements – e.g. signalling, control, data – 

is assigned to different virtual LANs 

connecting the different telco applications, 

thus avoiding mutual influences and 

avoiding the danger that unauthorized access 

to one type of traffic allows access to the 

Figure 29. Example of Security Zones 

Figure 30. Traffic separation example 
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complete traffic. The Security zone concept, 

as well as the traffic separation technique, is 

already in use for physical network elements. 

These must be carried over to a Cloud-based 

network implementation, where there are 

several different functional components that 

have to support the set-up of such Security 

zones and traffic separation.  

From the Data Centre perspective, an 

example of Security guiding principle might 

be the introduction of physical firewalls 

guarding traffic between Security zones in 

various Data Centres. In this example, virtual 

firewalls control traffic specific to the 

application domain and create a part of 

Network Service controlled by a NFVO. 

CLOUD AND MULTI-

TENANCY 

Today’s Clouds are by nature multi-tenant. 

While in the past each physical network 

function might have been configured to be 

accessed by selected and a well-controlled 

group of users, Cloud is based on a resource 

sharing concept where each user runs its 

application in shared virtualized 

infrastructure. Cloud applications can come 

from different vendors and be operated by 

different teams. Therefore, it is of utmost 

importance to control the access and log for 

later audit the activities of all the Cloud 

users. 

Centralized Identity and Access 

Management solution should provide single 

sign-on and privileged identity management 

capabilities with the scalability, resiliency, 

and extensibility required by 

telecommunications service provider.  In this 

way the centralization of administration, 

access control, access and audit of all the 

VNFs can be achieved. 

Figure 31. Example of Security zones with physical firewalls controlling inter-zone traffic 
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  CONCLUSION 

Today, EITC’s individual and enterprise 

customers demand the ability to rapidly 

explore new offers, modify their current 

services, and to choose any mix of pay-for-

use or bulk-usage models depending on 

which payment solution best matches their 

individual contextualized needs.  

To meet such demand, EITC needs to 

significantly reduce the “time to market” and 

bring service management “agility” to the 

Operation. Future network technology 

architecture on NFV and SDN provides such 

capability. EITC has ambitious and forward-

looking visions to adopt such future oriented 

technologies e.g. 5G aiming to bring much 

faster innovation to the market and offer 

individualized, highly customized and 

personalized services. On the other hand, 

service agility and operational efficiency can 

be realized through acceleration of network 

Automation and Orchestration. 

Successful deployment of new technologies 

hinges on a huge amount of due diligence and 

research that needs to be done, including 

vendor engagement, trials and testing. This 

requires a careful balancing act of a business 

case with realistic targets, investment, 

technology roadmaps and skills development. 

EITC is engaged with experienced partners in 

this technology domain, to ensure that any 

current investments are futureproofed with a 

well-defined and smooth implementation 

path. 

Adoption of the Telco Cloud with NFV and 

SDN technologies needs to be diffused 

throughout EITC as it has a far-reaching 

impact on the current organization and 

operational processes. Hence the most 

effective way forward for EITC is to take a 

modular and pragmatic approach, as well as 

incremental steps to enable new 

individualized and contextualized services. 
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ACRONYMS 

5G Fifth generation of mobile telecommunication networks 

API Application Programming Interface 

CI/CO Continuous Integration/Continuous Operations 

CPU Central Processing Unit 

CSP Communications Service Provider 

DC Data Centre 

DDOS Distributed Denial of Service 

DevOps Software development (Dev) and technology Operations (Ops) 

DMA Direct Memory Access 

DSP Digital Service Provider 

EMS Element Management System 

ETSI European Telecommunications Standards Institute 

FMO Future Mode of Operations 

FPGA  Field-Programmable Gate Array 

GPU Graphics Processing Unit 

IaaS Infrastructure-as-a-Service 

I/O Input/ Output 

IOMMU Input/ Output Memory Management Unit 

IoT Internet of Things 

KPI Key Performance Indicator 

MANO Management and Operations 

MEC Mobile Edge Computing 

ML Machine Learning 

NEP Network Equipment Provider 

NFV  Network Functions Virtualization 

NFVI Network Functions Virtualization Infrastructure 

NFVO Network Functions Virtualization Orchestrator 

OAM Operations and Maintenance 

OPEX Operating Expense 

POD Point of Delivery 

QoS Quality of Service 

QoE Quality of Experience 

SDN Software-Defined Networking 

SR-IOV Single Root Input/ Output Virtualization 

TPM Trusted Platform Module 

TTM Time To Market 

VIM Virtual Infrastructure Manager 

VM Virtual Machine 

VNF Virtual Network Function 
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